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Today’s Agenda
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1 Define & Educate
What are Digital Assets

Update on the Law
Federal Law and Florida Law

Digital Asset Estate Planning
What Can & Should Be Done
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Digital Asset Tidbits
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88% use the Internet (up 700% since 2000)
Social media takes up 25% of all time spent online
40% get paperless credit card and bank statements
150 accounts per person
Double from 4 years ago
200 by 2020, a 25% increase

8% own crypto assets
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6% of our time
is on the 

smartphone
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If you think 
games don’t matter, 

think again!



Seniors are Online!
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Over 50% are online (email and/or social media)
76+ is the fastest growing group
eBay



What Are Digital Assets?

8

Electronic record
o Information created, generated, sent, 
communicated, received or stored by electronic 
means on a system for the delivery of digital 
information or on a digital device

*



Examples of Digital Assets
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 Email (Gmail, Outlook, Yahoo, AOL, Zoho, Yandex)
 Social media (Facebook, Twitter, Instagram, LinkedIn)
 Online banking/brokerage/investment accounts
 Online stores
 Online payment (PayPal, Venmo, Google Wallet)
 E‐Commerce (Amazon, Priceline, Alibaba, eBay)
 Online auction/bidding (eBay, Bonanza, eBid, iOffer, Etsy)
 Airline/hotel (Travelocity, Orbitz, Expedia, Kayak) 

*



Examples of Digital Assets
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 Streaming movies (Netflix, Amazon, MUBI)
 Digital photos (Flickr, Photo Bucket, Shutterfly)
 Digital videos (YouTube, Vimeo)
 Online video games (Game of War, Minecraft)
Music library (iTunes, Pandora, Shazam, iHeartRadio)
 E‐Readers (Kindle, Book Bub, Scribd, Oyster, Entitle)
Websites domain names (GoDaddy)



Examples of Digital Assets

11

 Blogs/online publishing (WordPress, Tumblr, Wix, Ghost)
 Cloud storage(Dropbox, Google Drive, OneDrive, iCloud)
 Video chat (Skype, GoToMeeting, GoToMyPC, Slack, Zoho)
 Search/review (Yelp, TripAdvisor, HomeAdvisor, Groupon)
 Documents, PDFs, Spreadsheets, Contacts, Calendars 

(Microsoft Office, Google Docs, LibreOffice)
 Electronic medical records



Bitcoin
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Likely not considered currency
o IRS ruled Bitcoin is property, not currency (capital gain 
realized upon sale)

o Criminal defendant accused of money laundering when 
using Bitcoin in the scheme found not guilty because 
Bitcoin is not money



Types of Digital Assets
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Created
o Creators own the content

Purchased
o Buyers obtain a license 
o Not transferable to fiduciary or family members

*
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Where Are Digital Assets Found?

16

 Home computers/laptops
 Smart phones
 iPads/tablets
 iPods/MP3 players
 E‐Readers
 USB flash drives
 CDs/DVDs
 External hard drives
 Digital cameras
 Cloud storage



Digital Assets Have Value
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Monetary value
o Avg. $100,000

Sentimental value
o Digital photos/videos
o Social networking accounts
o Emails
o Blogs

*



Digital Afterlife

18

Access

Privacy

*



Estate Access
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Fiduciaries need to –
o Identify assets
o Preserve assets
o Access assets
o Value assets
o Transfer assets

*



Estate Access – Digital Assets
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Fiduciaries need to –
o Gather bank, credit card and brokerage statements
o Request credit reports and notify credit bureaus of 
death by sending death certificate

o Remove credit card information from shopping 
accounts

o Move quickly to prevent identity theft

*



Estate Access – Digital Assets
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Fiduciaries need to –
• Access/preserve e‐mails, voicemail, phones, computer
• Access email contact lists and social networking 
accounts (digital address book) 

• Close email and social network accounts
oCaution ‐‐ DO NOT close before ensuring important 
financial information has been retrieved

oMay lead to valuable information about other accounts or 
assets

o Example – time‐sensitive financial information may be 
delivered to e‐mail address after death



Estate Access ‐‐ Digital Assets
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Finalize digital wallet transactions
Back up all hard drives, flash drives and other data
Archive digital photos/content to flash drive



Digital Afterlife ‐‐ Privacy
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4 out of 5 want 
privacy in the 
afterlife!



Digital Afterlife ‐‐ Privacy

24

Prior consent 
matters



Digital Afterlife ‐‐ Privacy
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What to do with 
accounts?



Terms of Service Agreement
TOSA
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 Dictates who has authority to access/close account
 Legally binding agreement
 Consumer must accept or decline – not negotiable
 Protects site owners (one‐sided/self serving)
 Sets forth site owner’s privacy policy
 Constantly changing unilaterally and w/o notice 
 Prevails over court orders
 Prohibits password sharing/impersonating account holder



TOSA Restricting Access
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Twitter

iTunes

Instagram

“In the event of the death of a Twitter user, we can work  with a person authorized to act on 
the behalf of the  estate or with a verified immediate family member of the  deceased to 
have an account deactivated.”

“In the event of the death of a m Instagram user, please contact us. We will usually conduct 
our communication via email; should we require any other information, we will contact you at 
the email address you have provided in your request.”

Silent about fiduciaries.

Many web-service providers prohibit you from allowing anyone else access.

 Restricts account access after death/disability

*



Facebook’s TOSA
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 You will not share your password (or in the case of developers, your
secret key), let anyone else access your account, or do anything else
that might jeopardize the security of your account

 You will not transfer your account (including any Page or application
you administer) to anyone without first getting our written
permission

 Youwill not solicit login information or access an account belonging to
someone else



Apple
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No stated policy on death or disability

*



Computer Fraud and Abuse Act
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Federal CFAA
o Enacted in 1986 to criminalize internet crime
o Makes unauthorized access to any computer, account 
or online service a crime

o TOSA violation = CFAA violation
o Fiduciary dilemma

Florida CFAA

*



Stored Communications Act
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 Federal law enacted in 1986
 Creates right to privacy for data stored online
 Prohibits disclosure of electronic communications to 3rd

parties
 Severe penalties for wrongful disclosure 
 Exceptions

o Law enforcement
o Disclosure allowed if there is lawful consent

• Custodian “may” disclose

*



Florida Fiduciary Access to 
Digital Assets Act (“FFADAA”)
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 First state to pass Act
Allows fiduciaries to access to digital assets
 Clarifies that fiduciaries have the same authority over 
digital assets as other assets

*



FFADAA
Catalogue vs. Content
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 Catalogue ‐‐ information that contains: (i) identity of 
and address for each user who has had 
communication; (ii) time and date of communication
o Excludes subject line
o Can usually obtain w/o prior consent

 Content – substance or meaning of communication
o Must receive express prior consent from user and 
fiduciary

*



FFADAA
“Opt‐in” vs. “Opt‐out”
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 Catalogue can be obtained unless deceased “opts‐out”
 Content can be obtained only if deceased “ opts‐in”
 “Opt‐in” requires express prior consent

*



FFADAA
Pecking Order
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Online tool
Legal document (Will/Trust/POA)
TOSA
FFADAA

*



FFADAA
Online Tool
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 Statute authorizes custodian to offer online tool (i.e.
electronic service for disclosure to 3rd party)

 Separate from custodian’s TOSA
 If offered, statute says online tool supersedes estate plan 

and custodian’s TOSA



FFADAA
Will/Trust/POA
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Include “opt‐in” language in Will/Trust/POA



FFADAA
Custodian Compliance
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 Custodian has 3 options for disclosure:
o (1) Grant fiduciary full access
o (2) Grant partial access to account sufficient to perform 
tasks necessary to discharge fiduciary duties

o (3) Provide “data dump” of information and assets in user’s 
account



FFADAA
Custodian Compliance
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 Custodian can also require at their discretion ‐‐
o Court order finding that ‐‐

• Account holder had identifiable account with custodian
• Disclosure of content does not violate the SCA
• The account holder consented to the disclosure (unless 
an online tool was used)

• Disclosure reasonably necessary for administration
o Reasonable fee for disclosure



Obstacles to Discharging 
Fiduciary Responsibility
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Fiduciaries risk liability
o Liability (civil) to beneficiaries if they refuse to 
perform their fiduciary duty to manage the 
decedent’s digital assets 

o Liability (criminal and civil) to the State if they 
actually perform their fiduciary duty to manage the 
decedent’s digital assets 



Password Sharing Problem
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Violates laws and TOSA
Become obsolete

o IP address authentication
o 2‐factor authentication
o Security questions
o Voice recognition
o Biometrics

Passwords change often
 Impedes administration
Risk of theft/fraud

*



What Should Be Done?
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Identify and inventory digital assets
Leave detailed instructions on how to access 
each account

*



Define Fiduciary Access After Death
Online Tool
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Most social media/email providers do NOT have online tool 
allowing family to access/modify deceased user’s account
o LinkedIn – after receiving verification of death, will close account
o Twitter – upon request from next of kin, will provide copy of 
tweets and close account

o PayPal – allows PR to close account and will distribute any 
remaining funds via check

o Hotmail ‐‐ provides copies of any emails in user accounts, 
provides contact lists and closes account

o Yahoo! – upon receipt of death certificate, deletes all content and 
removes account*



Define Fiduciary Access After Death
Online Tool

44

Facebook and Google offer online tools
o Facebook ‐‐ “Legacy Contact”
oGoogle ‐‐ “Inactive Account Manager”

*



Facebook “Legacy Contact”
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“Legacy Contact” can –
o Memorialize account

• Write a post to share a remembrance or final message or 
provide information about memorial service

• Post photos/videos
• Family/friends can gather go to page to share memories
• Respond to new friend requests
• Update profile picture
• Request removal of account

o Download copies of shared items (photos, videos, wall 
posts, profile information, contacts, events and friends)*



Facebook “Legacy Contact”
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“Legacy Contact” cannot –
o Log into account
o Remove or change past posts, photos or items 
shared on timeline

o Read or download messages
o Remove friends
o Make new friend requests
o Add a new “Legacy Contact”

“Legacy Contact” overrides authorization in 
Will/Trust/POA
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Google “Inactive Account Manager”
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User can designate Trusted Contacts to receive email 
after death or incapacity allowing them to download 
deceased’s Google data
o User decides how much data to give Trusted Contact access to
o Email is sent after account has “timed out” (user selects 
period of inactivity of 3, 6, 9 or 12 months)

o Trusted Contacts have 3 months to download the data

*
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Define Fiduciary Access After Death
Include in Estate Plan
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Include “opt‐in” language in Will/Trust/POA
Key words to use –

o Fiduciary is “authorized user”
o Fiduciary has “lawful consent”
o Fiduciary can access, transfer or delete “content”
o Fiduciary can access in “any location”
o Fiduciary can hire technical expert to access/secure

*



Digital Asset Management Tool
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Consolidates digital asset planning
Maintains secure inventory of digital assets
Utilizes online tools where appropriate
Contains directives for access and privacy

oDirectives satisfy ever‐changing TOSAs and FFADAA



Directive Communication Systems
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Directive Communication Systems
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Directive Communication Systems
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Client Expectations
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Haven’t considered digital assets
Assumes they have fewer digital assets than they do
 Ignorant re: site owner req. and access limitations
Common to hear “I have accounts my spouse 
doesn’t know about”

Needs to be educated
o Start with questionnaire
o Introduce importance of planning and impact of 
future digital asset acquisition



Client Opportunities
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Digital assets are easy to discuss
o More personal than investments
o Opening to discuss legacy goals

Digital assets present opportunity to deepen 
relationships

*



Thanks for coming!
Any Questions?
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